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Summary

The employment of adequate trust methods in mobile ad hoc networks (MANET) has been receiving increasing
attention during the last few years, and several trust and security establishment solutions that rely on cryptographic
and hashing schemes have been proposed. These schemes, although effective, produce significant processing and
communication overheads and consume energy, and, hence, they do not take into account the idiosyncrasies of a
MANET. More recently, cooperation enforcement methods have been proposed for trust establishment in MANET.
These schemes, classified as reputation-based and credit-based, are considered suitable for ad hoc networks, where
key or certificate distribution centers are absent or ephemerally present, and for networks that consist of devices
with limited processing, battery, and memory resources. Cooperation enforcement methods do not provide strong
authentication of entities. Instead, they contribute to the identification of the trustworthiness of peers and to the
enforcement cooperation using mutual incentives. This paper surveys the most important cooperation enforcement
methods that have been introduced, providing a comprehensive comparison between the different proposed
schemes. Copyright © 2006 John Wiley & Sons, Ltd.
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1. Introduction MANET. Adjacent nodes (in the coverage area of

each other) may build up trust with time, and provide

A MANET is a self-organized wireless network,
consisting of nodes responsible for its creation,
operation and maintenance. Due to mobility, the
number of nodes and the topology of the network
vary with time. The nodes of a MANET follow their
motivation to participate as a co-operation rule, if
they behave rationally. A newcomer’s incentive is to
offer functions (e.g., routing and packet forwarding)
to the other nodes, which, in their turn, return this by
offering connectivity services. Such reciprocity prin-
ciples can be used to establish trust among the nodes,
which is essential for the steady-state operation of a

this knowledge to the other nodes as a reputation. On
the other hand the value of this trust diminishes when
these nodes, due to their mobility, become distant.
Thus, the trust established between two nodes might
be lost with time, influencing network’s perfor-
mance. Moreover, it is a utopia to assume that all
the nodes behave rationally, since passionate beha-
viors might occur. Selfish, malicious, and hacker
nodes may easily follow the reciprocity principles
in order to be connected on a MANET, but their
intentions might be tainted. A selfish node disinclines
to spend its resources (e.g., battery) for serving
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network’s operations and maximizing the social
welfare (e.g., forward packets not destined for it).
Instead, it cooperates when the network tasks max-
imize its own profit. A malicious node attacks to
damage network’s operation, through denial of ser-
vice (DoS) attacks, such as sinkhole, flooding, or
sleep deprivation torture [1], or through packet
dropping and misrouting. Selfish and malicious
nodes misbehave, and, intentionally or unintention-
ally, attack on the robustness of the MANET and
produce congestions. Finally, a hacker node might
try to intercept the information exchanged between
the nodes. Such violation is materialized through
wormhole, impersonation, or Sybil attacks [2]. Self-
ish, malicious, and hacker nodes fabricate attacks
against physical, link, network, and application-layer
functionality.

In the literature several trust and security establish-
ment solutions that rely on cryptographic (symmetric
or public) methods, authentication codes and hashing
chains have been proposed. Such schemes provide
strong authentication of the end-entities, integrity and
confidentiality of the messages, non-repudiation of the
transactions and availability of resources. These se-
curity schemes apply to different layers of the OSI
model. For the network layer, the proposed solutions
aim to protect routing procedures from attacks (e.g.,
propagation of false routes) and packet forwarding
from selfish dropping or misrouting. The disadvantage
of these schemes, as far as their applicability to
MANET is concerned, is their computation require-
ments. They are considered processing intensive and
battery hungry. Additionally, some rely on a-priori
trust between the nodes, which is not always the case,
or they are based on centralized trusted third-parties,
which are ephemerally present or absent. For the
avoidance of the selfish nodes’ effects on the coopera-
tion functions of a MANET and the consolidation of
the network robustness, a class of methods, referenced
to as cooperation enforcement methods, is considered
more appropriate. These, recently introduced, distrib-
uted, and lightweight methods contribute to the trust
establishment between MANET s nodes without prior
knowledge of the nodes’ behavior. They apply to the
network layer of a MANET, and their primary goal is
to protect or enforce the two elementary functions of
this layer: routing and packet forwarding.

This paper surveys the cooperation enforcement
schemes that have been proposed, and is structured
as follows: In Section 2, we address the threats and the
attacks on the network layer of MANET and briefly
describe the conventional security techniques that

Copyright © 2006 John Wiley & Sons, Ltd.

have been proposed. In Section 3, we introduce the
cooperation enforcement schemes, their goals, and
their taxonomy. In Section 4, we present the coopera-
tion enforcement schemes that rely on reputations,
and subsequently, in Section 5, we present those that
are based on economic assets. Finally, we provide a
comprehensive comparison of these methods in
Section 6.

2. MANET, Attacks and Security

2.1. Attacks in the Network Layer Operations

The nodes of a MANET are actually mobile routers
that build up routes dynamically. These routers can
move randomly and insert themselves automatically
into dynamic wireless topologies. They perform
packet forwarding using the current routing informa-
tion. A path form the source to the destination, that is,
a route, can be established through well known rout-
ing protocols such as the ad hoc on-demand distance-
vector routing (AODV, [3]), dynamic source routing
(DSR, [4]), temporally ordered routing algorithm
(TORA, [5]), zone routing protocol (ZRP, [6]), and
destination-sequenced distance-vector (DSDV, [7]).
Selfish and malicious nodes take advantage of
MANETS idiosyncrasies to misbehave, or attack. As
far as the network layer of a MANET is concerned, the
following types of attacks have been reported:

e Impersonation or spoofing. Such an attacker will try
to spoof a node that resides in the route of the data
flow of interest [8]. Such an attack can be materi-
alized since the conventional routing protocols
(e.g., AODV, DSR, TORA, ZRP) do not support
authentication of IP addresses. A similar threat is
called Sybil attack [2]. An attacker does not only
impersonate one node, but it assumes the identity of
several nodes, and, thus, undermines the redun-
dancy of many routing protocols [9].

e Sinkhole, where an attacker tries to attract all the
data sent by its neighbors. This attack is the basis
for for example, eavesdropping [9]. Sinkhole at-
tackers present themselves to adjacent nodes as the
most attractive relay in a multi-hop route.

e Wormhole, where a malicious node uses a path
outside the MANET (tunnel) to forward packets to
another, colluding, node in the fixed network [10].
According to [10], the route discovery methods of
on-demand routing protocols are violated by avoid-
ing the normal route and by forwarding the RREQ
packets directly to the destination.

Wirel. Commun. Mob. Comput. 2006; 6:319-332



COOPERATION ENFORCEMENT SCHEMES FOR MANETSs 321

e Routing ‘fabrication,” where an attacker tampers
with the normal routing procedures. It is achieved
through alteration of the routing messages’ fields
(e.g., poisoning of DSR routing caches) or by the
insertion of false routing messages (e.g., falsifying
route error messages). Routing ‘fabrication’ pro-
duces denial-of-service (DoS) and partitioning of a
MANET. In [11] several threats are identified,
which are materialized through the modification
of the routing messages’ fields, such as modified
sequence number, hop counts, or source route.

e DoS and flooding. They are considered as indirect
results of the aforementioned attacks [9]. A direct
DoS attack, introduced in [12], is the sleep depriva-
tion torture. One node, or colluding nodes, conti-
nually request the services offered by the target
node. This consumes the battery of the target,
which goes into an idle or power preserving state.

2.2. Conventional Security and
Authentication Methods

Several methods have been proposed that rely on
cryptographic systems, symmetric or public key, and
hash chains, to provide confidentiality, authentication,
integrity and non-repudiation services to MANET.

Solutions of public keying incorporate a centralized
or distributed certification authority (CA). Zhou and
Haas in Reference [13] have proposed a distributed
key management scheme, based on threshold crypto-
graphy [14]. In this (n, r) threshold scheme there is not
a centralized CA, but n distributed CA servers. In
Reference [15], the CA functions are distributed
through a threshold secret sharing mechanism, in
which each ad-hoc node holds a secret share. In [16]
an online CA service in MANET that is based on
threshold cryptography, called MOCA, is described.
In the MOCA framework, n nodes provide the func-
tionality of a single CA. In [17], GSM/GPRS tech-
nologies are proposed, enabling the ad hoc nodes to
access CA services. An offline CA is considered in
Reference [18] to decide which nodes can join the
network, and to assign a unique identity to each one.
Each node holds a copy of the CA’s public key, so that
it can validate the certificates of other nodes [18].

In a MANET, digital certificates are employed to
protect both routing messages as well as packet
forwarding. Secure routing protocols, such as
ARAN [19], SAODV [20], and forwarding modules,
such as TRM [21], involve CAs. ARAN secure rout-
ing protocol [19] requires the use of a CA whose
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public key is known to all the nodes. Each node keys
are generated in advance, and exchanged through an
out of band relationship with the CA server. Before
entering the ad hoc network, each mobile node should
obtain its certificate from the CA. Beyond public
key solutions; existing routing protocols have been
enhanced to incorporate symmetric cryptography and
hash chains. The secure routing protocol (SRP, [22])
relies on pair wise key, distributed between all pairs of
communicating nodes, for authentication of the nodes.
SEAD [23] and Ariadne [24] make sure that all nodes
on a route are authenticated and are based on DSDV
and DSR routing protocols, respectively. SEAD uses
symmetric keys for authentic distribution of the hash
chain seed. It incorporates one-way hash chains to
provide authentication of routing messages. Ariadne
is based on symmetric keys for pair wise key distribu-
tion between all nodes, and on hash chains for node
authentication. It uses a variant of the Tesla’s public
key infrastructure [25] for key and route discovery
authentication.

3. Cooperation Enforcement Methods

Key-based schemes are considered computationally
hard for MANET, due to complicated key manage-
ment techniques, whilst a-priori knowledge of the
identities is required for the initial key exchange.
They efficiently support confidentiality services to
prevent passive attacks (e.g., eavesdropping), authen-
tication of nodes to establish end-to-end paths and
integrity of messages to avoid fabrications. On the
other hand, if the primary goal is the availability, the
robustness of the network, and the overall throughput,
then the cooperation enforcement techniques might fit
better. These models face mainly the question of
encouragement of collaboration between the nodes
of a MANET so that the right implementation of
routing and forwarding tasks is achieved. They can
collaborate with the secure routing protocols to con-
tribute to the creation of a comprehensive, but com-
plicated, protection of a MANET. These models are
categorized as reputation-based and credit-based. The
first category is based on reputation building and the
second is based on economic incentives (pricing or
credit-based) to enforce cooperation.

The reputation-based models use the nodes’ reputa-
tion to forward packets through the most reliable
nodes. The reputation of a node increases when it
carries out rightly the task of forwarding the packets
that are dispatched by its neighbors, without altering
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their fields. The models of this category support
effective mechanisms to measure the reputation of
other nodes of the network. They also incorporate
techniques that isolate the misbehaving nodes, that is,
those that show a low reputation value (RV). The
reputation-based models can be further divided in two
subclasses. The first subclass includes models accord-
ing to which the nodes are only based in their personal
observation of the reputation of their neighboring
nodes (first-hand reputation information) to take a
routing decision. The second category includes mod-
els according to which the nodes take into considera-
tion the observations of other nodes in the network
(second-hand reputation exchanges). The nodes in
these models exchange information relative with the
RV. If some node observes that another node does not
behave rightly then it reports this observation to the
remainder nodes of the MANET. The models that
belong in this subclass deploy an effective mechanism
to distribute this information.

For the credit-based models the packet-forwarding
task is treated as a service which can be valuated and
charged. These models incorporate a form of virtual
currency to regulate the dealings between the various
nodes for packet forwarding. They require the exis-
tence of tamper-resistant hardware or a virtual bank.
The latter offers trusted-third party services to the
nodes.

The categorization of the cooperation enforce-
ment models is illustrated in Figure 1. It is worth-
while to mention that for the proposed reputation or
credit-based schemes there is no common definition
of the selfishness or malicious behavior. Addition-
ally, a passive or active selfish behavior is not
defined homogeneously in all the surveyed schemes.
Thus, we use the term misbehavior to cover both
phenomena, explaining the type of misbehavior each
time.

MANETs Cooperation
Enforcement Schemes

1
[ 1

Credit Based

I_‘_%

Reputation Based

——

. Firstand Tamper-proof Virtual
F"s"{“;"d Second-hand hardware Bank
reputation reputation usage usage

Fig. 1. The taxonomy of the cooperation enforcement
models proposed for MANETS.
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4. Reputation Based Models

4.1. CONFIDANT

Buchegger and Le Boudec proposed a scheme, called
CONFIDANT [26], designed as an extension to an on-
demand routing protocol, such as the DSR. CONFI-
DANT facilitates monitoring and reporting for a route
establishment that avoids the misbehaving nodes. It is
based on the assumption that the packets of misbe-
having nodes are not forwarded by fair nodes. If,
however, a node was incorrectly accused or turns out
to be a repentant and no longer malicious, re-integra-
tion into the network is possible. CONFIDANT em-
ploys four functional components relying on each
node, which include: (a) a monitor, (b) reputation
records for first-hand and trusted second-hand obser-
vations about routing and forwarding function of other
nodes, (c) trust records to control the trust that is given
to received warnings, and, (d) a path manager to take
routing decisions that avoid malicious nodes. The
term reputation is used to evaluate routing and for-
warding behavior according to the network protocol,
whereas the term trust is used to evaluate participation
in the protocol. Nodes monitor their neighbors and
change reputations accordingly. Specifically, a node
can detect selfish behavior of the next node in the
source route either directly, by promiscuously sensing
the transmission of the next node, or indirect, by
observing routing protocol misbehavior. The Monitor
component registers these deviations. As soon as a
specific misbehavior occurs, the Reputation System is
called, and ALARM messages are sent by the Trust
Manager. Outgoing ALARMS are generated by the
node itself after having experienced, observed, or
received a report of malicious behavior of another
node. They convey warnings of malicious nodes
presence. The recipients of the ALARM messages,
so-called friends, are maintained in a friends list.
Incoming ALARMs that originated from ‘strangers,’
are checked for trustworthiness before triggering a
reaction. The disadvantage here is the requirement of
a pre-existed trust relationship. If there is sufficient
evidence that the node reported in the ALARM is
malicious, the information is sent to the Reputation
System. This manages a table consisting of entries
corresponding to nodes and their ratings. A rating is
modified if two conditions coincide: (i) there is
sufficient evidence of malicious behavior, and, (ii) a
misbehavior occurs a number of times, exceeding a
threshold to rule out coincidences. The ranking of a
node is changed according to a rate function. This
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function features the greatest weight for own experi-
ence, a smaller weight for observations captured in the
neighborhood and the smallest weight to the reported,
second-hand, experiences. If the ranking of a node has
deteriorated so much as to fall out of a tolerable range,
the Path Manager is activated. This component ex-
cludes routes containing misbehaving nodes and iso-
lates them, ranks the paths in a cache, and forwards an
ALARM about this node.

The first version of CONFIDANT was vulnerable to
rumor spreading phenomena [27]. In a recent en-
hancement, this problem has been addressed through
a Bayesian model [28,29] that classifies and excludes
the liars. In this enhanced version, both positive and
negative reputations are used to calculate a ‘coopera-
tion factor.’” This factor consists of the frequency of
misbehavior in relation to the cumulative activity of
the node. The positive and negative experiences
collected by a node should reveal the same sort of
information for a node as what is gathered by the other
nodes. Every node i keeps a cooperation factor of
every other node j, expressed as Rij. This factor is
expressed as a function of « and 3, whereas, « and 3
is the number of misbehaviors and regular behaviors,
respectively. These numbers are updated based on
recent experiences. A recommendation is accepted if
it is compatible (in the Bayesian model), that is, if the
recommended RV is not completely different. This
technique reduces the impact of the false accusations.

CONFIDANT does not use tamper-proof hardware.
For a misbehaving node, it is hard to know the entries
of its reputation in other nodes or to modify its
reputations. However, it is still possible to alter the
values of « and 3 or to change its identity. Only
identities generated with cryptographic means can
reduce this threat. The Bayesian approach reduces
the impact of tampering with « and 3. If values are not
compatible with each other the algorithm will just
ignore them. Evil nodes could only change the values
with a small amount which is tolerable by the system.

4.2. CORE

This scheme, introduced by Michiardi and Molva in
Reference [30], relies on the DSR routing protocol. It
stimulates node collaboration through monitoring of
the cooperativeness of nodes and a reputation me-
chanism. It uses first and second-hand experiences,
combined by a specialized function. This function is
used by the Watchdog mechanism for the evaluation
of other nodes’ behavior. If the observed behavior is
different than the outcome of this function then the
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rating of the observed node is altered. Each node of
the network monitors the behavior of its neighbors,
with respect to the requested function, and collects
observations about the execution of that function.
These observations are recorded to the Reputation
Table (RT), maintained by each node. Each row of the
table corresponds to a neighbor node and consists of
four entries, regarding the monitored function: the
unique id of the node, a collection of recent (first-
hand) observations made on the node’s behavior, a list
of the recent second-hand RVs provided by other
nodes, and the RV evaluated for the monitored func-
tion. Thus, each node maintains one RT for each
monitored function. Finally, a global RT is used to
combine the different RVs calculated for the different
functions.

CORE differentiates the RVs between subjective
reputation ([ —1, 1]), indirect reputation (positive
reports by others), and functional reputation (e.g.,
when packet forwarding has greater effect than rout-
ing), which are weighted to provide a combined RV.
The formula used to evaluate the RV avoids false
detections by using an aging factor that gives more
relevance to past observations. However, such an
approach is vulnerable to an attack where a node
can build up a good reputation before misbehaving.
The RVs evaluated for each entry of the RT vary. A
positive RV is decremented along time. So, if a node
enters in an idle mode, its reputation has to be
decreased, even if during the active time (i.e., when
communicates) it cooperates to the network operation.
Reputation is decreased until it reaches a null value,
which corresponds to a neutral behavior. Furthermore,
if the monitored function provides a reply message
(e.g., the route reply of the DSR), reputation informa-
tion can also be gathered about non-adjacent nodes. In
this case, only positive ratings are assigned to the
nodes that participate to this function.

The CORE scheme is immune to attacks performed
using the mechanism itself: no negative ratings are
spread, and, thus, it is impossible for a node to
maliciously decrease another node’s reputation. How-
ever, two or more nodes may collude (i.e., send positive
rating messages) in order to increase their reputation.
To prevent such phenomena, the CORE implicitly
provides some protection, since subjective reputation
has more impact (i.e., weight) than the indirect. CORE
allows MANET’s nodes to gradually isolate misbehav-
ing nodes: when the reputation assigned to a neighbor-
ing node falls below a predefined threshold, the service
provided to this node is interrupted. Misbehaving
nodes can, however, be reintegrated in the network if
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they increase on purpose their reputation, by coope-
rating to the network operation. CORE does not
discriminate malfunction and misbehaving nodes.
Additionally, a second chance mechanism is not con-
solidated, as in OCEAN in [31], and, hence, a mal-
functioning node can’t rebuild its reputation when it
recovers from temporal problems. Finally, the CORE
mechanism assumes that every node will use identical
calculations of the RV, assigning the same weights to
the same functions. This might not be the case, since in
MANETSs the devices are equipped with different
resources and provide discrete services, and, hence
they prefer to use difference levels of importance on
functions.

4.3. SORI

The secure and objective reputation-based incentive
scheme for ad-hoc networks, introduced in [31],
focuses on the packet forwarding function. SORI,
consists of three basic components: Neighbor Mon-
itoring, Reputation Propagation and Punishment. A
promiscuous mode is assumed, and a node is capable
of overhearing the transmissions of its neighbors and
to maintain a neighbor node list. Each neighbor’s
forwarding function is linked with two parameters.
The RFn(X) (request-for-forwarding) is used to indi-
cate the total number of packets that node N has
transmitted to X for forwarding. The index HFn(X)
(has-forwarded) corresponds to the total number of
packets that have been forwarded by X and noticed by
N. Given RFn(X) and HFn(X), N creates a record,
called local evaluation record. This record, denoted by
LERN(X)) for the neighbor X, contains a confidence
metric that is used to depict how confident the node N
is for its judgment on the reputation of X. The more
the packets transmitted to X for forwarding, the higher
the confidence about the trustworthiness of X.

SORI combines features of the fist-hand schemes
and those that use reputation spreading. In SORI the
nodes exchange reputation information only with their
neighbors. This way a no-cooperative node will be
punished by all of its neighbors (who share the
reputation information about its misbehavior), instead
of just the ones who are directly affected by this node.
Each node N periodically updates its LERy(X) for
each neighbor node X based on the current values of
RF)N(X) and HF y(X). The updated record is broadcast
to the neighborhood if the ratio RFyN(X)/HF n(X) has
been significantly changed. Node N uses his own
LERN(X) and the respective values of its neighbors
to calculate its overall evaluation record of X, denoted
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as OERy(X). To do so, it takes into account the
credibility of the nodes which contribute to the calcu-
lation of the reputation. This makes it difficult for an
attacker to test multiple identities, trying to imperso-
nate one identity in order to improve its reputation. If
the OERN(X) is lower than a predefined threshold,
node N takes a punishment action by probabilistically
dropping the packets originated from X. This mechan-
ism, as mentioned in [32], is designed to treat gener-
ously the nodes that do not intentionally drop packets.

In [32], a complementary security mechanism is
proposed to deal with a node that uses the following
attacks: (1) impersonation of an adjacent node’s id,
ranked with a good reputation, in order to send more
packets, and, (2) impersonating a distant node’s id,
ranked with a good reputation, to broadcast fake
observation information in order to boost its reputa-
tion. This mechanism is based on a one-way hash
chain and message authentication codes (MACs).
Finally, SORI takes no countermeasures to prevent
collusion.

Liu and Issarny introduce a reputation model that
incorporates time and context, along with mechanisms
to support reputation formation, evolution and propa-
gation [33]. The scheme is not focused only on the
network-level functions, but on various types of ser-
vices, such as a web service (e.g., ad-hoc discussion
forums), and, thus, it applies to software agents, as
well. It provides defense measures against the follow-
ing types of attacks: (1) Inactivity: This refers to the
free-ride attack, where an agent denies sharing the
reputation information with its peers, (2) Defame:
This refers to the propagation of a victim’s reputation
that is lowered on purpose, and, (3) Collusion.

In this model the agents maintain separate RVs for
other agents that provide a service or a recommenda-
tion. These are denoted as service reputation (SRep)
and recommendation reputation (RRep), respectively.
The reputation of an agent builds over time, and, thus,
to consolidate time-sensitivity into the scheme, a
fading factor is introduced. The higher the value of
this factor, the more emphasis is given to the recent
behavior of a node. The scheme is context aware, as
well. An agent estimates the trustworthiness of the
service C provided by another node, based on his own
observations and the observations of the other agents
that have used C.

In some cases there is insufficient reputation in-
formation in the context of C, and adequate reputation
information in the context of a relative service, say C’.
To measure the relevance between the two different
contexts, the authors incorporate concepts borrowed
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from ontology trees and DAML (DARPA Agent
Markup Language). Additionally, a parameter is
used to reflect the agent’s reliance on the context
related reputations.

The scheme utilizes three functional components
(managers) running on each agent: an experience, a
recommendation and a reputation manager. The ex-
perience manager records the previous direct experi-
ences of a service. After each interaction, agents can
give a score of satisfaction. This score is usually
subjective, and depends on multiple factors. The
model scores the satisfaction based on the quality of
service that an agent receives from its peer. The
recommendation manager stores the recommenda-
tions collected from its peers, exchanges reputation
information with peers, and manages a table of RReps.
Reputations are exchanged periodically throughout
the ad hoc network. Each agent communicates only
with those nodes that have a high RRep value assigned
to them. With a new experience available, an agent
updates the RRep of the recommender of the newly
interacted peer. In the scheme, the reputation is
considered subjective. Thus, any deviation between
the experiences obtained by an agent X and the
recommendation that was made for the same service
by another agent Yis accepted. A deviation is reflected
in the procedure that updates the RRep values. When
considerable deviations occur, Y is ranked as unreli-
able recommender. If an agent never recommends, its
RRep will be ranked as ignored, and the others will
hesitate to exchange reputation information with it.
Thus, for a node, there is only one way to maintain its
RReps to a decent level. That is to recommend
actively and honestly. The reputation manager takes
inputs from the other components to calculate the
SRep of a node. It assigns a greater weight for its own
experience and a lower for the collected recommen-
dations.

4.4. OCEAN

The observation-based cooperation enforcement in
ad hoc networks, proposed in [31], introduces an
intermediate layer that resides between the network
and the MAC layers. This layer helps the nodes to
make intelligent routing and forwarding decisions. It
is designed on the DSR level, but its principles can be
applied to other routing protocols, as well. OCEAN
relies only on first-hand observations. Every node
maintains ratings for each neighboring node and
monitors their behaviors through promiscuous obser-
vations. Positive or negative events are recorded
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through the reaction of a neighbor that is expected
to forward a packet. Rating is initialized to a neutral
value. Due to empirical studies, the absolute value of a
decrement is chosen to be bigger than the value of an
increment. When the rating of a node drops below a
threshold, called faulty threshold the node is added to
a faulty list. This list is constructed using the node’s
personal experiences and is attached (as a field called
avoid-list) to the route request (RREQ) message of the
DSR protocol in order to be flooded. A route is rated
good or bad, based on whether the next hop in the
route belongs to the avoid-list. The receiver of an
RREQ decides to drop it or to further process it
(through relaying or a route reply), if the intersection
of the avoid-list and the DSR route in the RREQ
packet is void. In this way, each node along a route,
makes its own decision about the trustworthiness of
other nodes, and has control only over routes that it
belongs to.

Every node rejects the data packets arrived from the
nodes belonging to its faulty list. Thus, misbehaving
nodes are eventually isolated. However, a second-
chance mechanism is used to allow nodes that mis-
behaved in the past to become operational again. After
a certain period, a misbehaved node is excluded from
the faulty list and assigned with a neutral rating.

OCEAN uses a different policy to deal with nodes
that do not participate in the route discovery process.
This policy, affected by the credit-based models,
requires no tamper-proof hardware or a central server.
Each node measures the behavior of its neighbors by
directly interacting with them. Nodes track the for-
warding balance with their neighbors by maintaining
one counter, called chip count, per node. The counter
increases when requesting a node to forward a packet
and decreases with an incoming request from that
node. Assume that a node B did not participate on the
establishment of route with a source node A. If B
demands from A to forward its packets, then, A will
punish B and reject its requests, as long as the chip
count for B is low. This policy is considered unfair for
nodes belonging to the perimeter of the MANET,
since they are not frequently required to forward
messages on behalf of others. Penalizing these nodes
might cause the network to shrink. To overcome such
phenomena, the OCEAN introduces a chip accumula-
tion rate (CAR) parameter, which expresses the rate at
which all chip count in the network are increased per
unit time. Thus, the forwarding of the packets sent by
circumferential nodes is enforced, even at a reduced
rate. CAR can’t be adjusted easily and there no
mechanism to prevent a node to change it at will.
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Promiscuous mode of operation does not always
provide sufficient evidence on the trustworthiness of a
monitored node. A monitored node may not be able to
relay the packet due to the low quality of the wireless
link. Additionally, other reasons, such as network
interface restart, or low battery, might affect the relay
task. Thus, nodes should incorporate the logic to
discriminate the cases where other nodes malfunction
and misbehave, and not to faulty punish low capacity
nodes. The introduced second-chance mechanism was
designed to overcome the potential problems that
might be observed due to the absence of such intelli-
gence.

Hacker nodes might take advantage of the avoid-
lists of the OCEAN, which are included on the
RREQs, and tamper these lists to perform wormhole
attacks. Simulations showed that OCEAN performs
well under the presence of such attacks as long as the
network topology is not static.

The faulty threshold reflects the speed and accuracy
of misbehavior detection. A low value adds nodes
quicker to a faulty list. High values might decrease
the detection speed. Detection speed is important for
the models that use first-hand observations, since
the evaluation of a new joined node takes place
from scratch. In contrast, schemes that use second-
hand reputations obtain trust indexes for remote nodes
that eventually will become adjacent, and thus, oper-
ate proactively. Simulations have showed that with a
low faulty threshold, OCEAN performs better than a
generic scheme that uses second-hand information.
This is because OCEAN is more resilient to rumor
spreading. However, OCEAN is sensitive to the tuning
of the faulty threshold parameter; second-hand
schemes perform better over a broader range of
tunings. OCEAN, additionally, is not effective in
reducing the throughput of misbehaving nodes. Fi-
nally, OCEAN, as SORI, takes no countermeasures to
prevent collusion.

Dewan, Dasgupta, and Bhattacharya introduce a
first-hand reputation information model, described in
[34], which is based on the AODV routing protocol. It
uses acknowledgements to observe the behavior of
adjacent nodes, rather than promiscuous operations.
The reputation of a node is based on its history of
relaying packets, which is used by the neighbors to
ensure that their packet will be forwarded. The source
node finds a set of paths to a destination, using the
routing protocol. Then the first hop node forwards the
packet to the next hop with the highest reputation and
the process is repeated till the packet reaches its
destination. The destination acknowledges the packet
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to the source, which, in turn, updates the correspond-
ing entry of the reputation table by rewarding (i.e.,
+1) the first hop. The intermediate nodes in the route
reward their respective next hop in the route and
update their reputation tables accordingly. If a no-
cooperative node resides in the route, the data packet
might not reach its destination. As a result, the source
will not receive an acknowledgment for this data
packet within a predefined interval. In such a case,
the source penalized (i.e., —1) the first hop on the
route. The intermediate nodes propagate this penalty
in the route up to the node that dropped the packet.
Thus, the reputation value of the nodes that are
between the misbehaving node and the source, in-
cluding the misbehaving one, gets a recommendation
of —1.

Assume that during the path establishment process
a misbehaving node claims that it maintains a path to
the destination, in order to be part of the route.
Assume, also, that the same node drops the data
packets or does not broadcast route error (RERR)
messages to inform about a broken path. Then, the
proposed scheme will force the upstream node in the
route to give a negative recommendation to this node.
Once the reputation of the node falls below a threshold
value, it will be considered as malicious and will
eventually be ostracized. If a node avoids participat-
ing in the route discovery, his reputation will not
increase and will experience significant delay when
sending its own data packets. This is because all the
nodes in the route to the destination will assign a
lower routing priority to the packets of this node.

When using a scheme that works promiscuously, a
node can be sure whether its neighbors forwarded its
packets. On the other hand, it can not be sure if its
packet reached the destination or even the next hop.
The introduced mechanism has an advantage. It ac-
knowledges the deliveries of packets. The price that is
paid for this is the increased traffic volume. The
destination nodes acknowledge all the packets they
receive. These acknowledgements must reach a sen-
der, following the reverse path. According to an
alternative solution, proposed in Reference [34], the
sender intercepts the TCP-layer acknowledgments to
ensure that its previous packets have reached its
destination. This approach reduces the traffic over-
heads considerably, even if it needs access to informa-
tion across the layers of the OSI stack.

A drawback of the proposed scheme is the bottle-
neck introduced to the nodes with good reputation,
since they are frequently preferred as the next-hop, no
matter their distance. A load balancing method that
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balances the load among the well-reputed nodes might
overcome such phenomena. The scheme improves the
throughput at the cost of a higher number of route
discoveries with a relatively small increase in the
average route length. It is claimed in Reference [34]
that the scheme is resilient to the collusion of nodes. It
does not include an explicit mechanism for giving a
second chance to nodes that experience relay failures
or have low recourses. However the authors propose
two techniques that extend the basic scheme and
handle these situations.

5. Credit-Based Models

5.1. Sprite

The simple, cheat-proof, credit-based system for mo-
bile ah-hoc networks was proposed in Reference [35].
It does not require tamper-proof hardware to prevent
the deviation of payment units, but incorporates a
centralized credit clearance service (CCS). When
receiving a packet, a node keeps the signed receipt
of this packet, which was generated by the source
node. Sprite assumes that each node has a public key
certificate published by a CA. When the node has a
fast connection to the CCS it reports the packets that it
has received by uploading its collected and signed
receipts. Sprite prevents any cheating by making it
unattractive even in the case of collusion. When a
node sends its own packets it loses a credit (virtual
money), because other nodes incur a cost to forward
these packets. In order to gain a credit and be able to
send packets later, a node must forward packets on
behalf of others. CCS charges the sender based on the
number of receipts, the number of intermediate nodes
left to reach the destination, if any, and whether the
destination has sent a receipt. The mechanism is
designed to be resilient against the following selfish
actions: (1) after receiving a packet, the node saves a
receipt but does not forward it, (2) the node has
received a packet but does not report the receipt,
and, (3) the node does not receive a packet but falsely
claims that it has received it.

Receipts, used as a proof of forwarding, might
produce a weak point. A receipt is generated by the
source of a packet, signed with the source’s secret key
and appended to the packet that needs to be for-
warded. Subsequent nodes on the path need that
receipt that can be gathered both by receiving the
packet (but not necessarily forwarding it) and by coll-
uding with other nodes. The authors in Reference [35]
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take into account this possibility when designing the
model such that this type of collusion will not pay.
However, if the nodes had means of exchanging
receipts, other than their radios, this collusion sce-
nario could become attractive. Another critical issue is
the rewarding of the fair nodes, that is, those that
forward packets. Ideally, a node that tried to forward a
packet should always be rewarded (no matter if the
transmission was successful), because it has con-
sumed recourses for this action. Even though some
wireless systems provide link-layer acknowledge-
ments, these are not universal. Moreover, any change
on the basic network functions must be avoided.
Given these, the CCS believes that a node has for-
warded a packet if there is a successor of that node on
the path reporting a valid receipt of the packet.

A potential disadvantage of sprite is the assumption
that a fast connection to the CCS is needed for the
reporting of the obtained receipts. An extension of the
basic sprite provides integrity during packet ex-
changes, and is based on digital signatures [35].
Finally, a generalization of sprite that encourages
the participation of nodes during the route discovery
is also introduced.

5.2. Token-Based Cooperation Enforcement

This scheme, introduced in Reference [36], protects
both routing and packet forwarding in the context of
the AODV protocol. It is self-organized, without
assuming any a-priori trust between the nodes, or
the existence of any centralized trust entity. It isolates
the misbehaving nodes and employs threshold crypto-
graphy to enhance the tolerance against these nodes.
The scheme is fully localized (one hop), and its credit-
based strategy produces overhead that is significantly
decreased when the network is not harmed. It assumes
that the nodes operate promiscuously. Multiple attack-
ers may coexist, but it is assumed that they collude
locally. However, the collusion impact is minimized,
since it is assumed that each node has a unique id, and
the underlying cryptography is strong.

The system’s secret key is shared among the net-
work nodes, and each node maintains only a limited
portion of it. Each node carries a token, signed with
the system’s secret key as derived from the threshold
cryptography process. The node’s neighbors can
verify this token. Nodes without a valid token are
isolated because all the legitimate neighbors will not
interact with them during routing and forwarding.
The validity period of a token is time-bounded.
Before the token expires, each node must renew it,
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through its neighbors. Nodes collaboratively monitor
others to detect any misbehavior. Once an attacker is
detected, its token is revoked, and, thus, the attacker
is blocked from network access. This mechanism
allows a fair node to collect credits and to renew its
token less frequently.

This token-based cooperation enforcement scheme
includes the following four components: (1) neighbor
verification which verifies whether neighbors are
legitimate, (2) neighbor monitoring that monitors
the behavior of each node in the network and detects
attacks (3) intrusion reaction that generates alerts and
isolates attackers, and, (4) security enhanced routing
protocol that performs the routing protocol including
its security extensions. The neighbor verification
employs the RSA-based cryptographic primitives. A
valid token is constructed using a group signature,
using the polynomial secret sharing technique intro-
duced in Reference [14] and used in Reference [15].
This assures that at least k neighbors agree to issue or
renew the token.

The key setup complexity and the requirement for
k nodes for the threshold cryptosystem are considered
incompatible with high mobility MANETS, and call
for a large and dense network. Furthermore, the
validity period of a token increases proportionally
with the duration of the node’s fair behavior which
calls for low mobility, as well.

In terms of energy efficiency, the scheme requires
from each node to constantly sense the channel, a
process that introduces energy consumption. A possi-
ble variation enforces each node to periodically moni-
tor the channel. Finally, the computational complexity
is mainly introduced by the asymmetric cryptography,
and the storage overhead that is caused due to the
monitoring mechanism. The authors mentioned that
when employing light-weighted cryptography the
computation complexity is decreased, whilst hashing
techniques might decrease the storage overhead.

5.3, Ad hoc-VCG

Energy-efficiency is a parameter of high importance
for the MANET routing protocols. It ensures that a
packet gets routed along the most energy-efficient
path. The total energy of a routing path is the sum
on the emission energy levels used at the source and at
each intermediate node. If a node is chosen as an
intermediate in an energy efficient path, this even-
tually will drain its battery. When this node realizes
that its battery will decrease with time, it might refuse
to forward packets on purpose, acting selfishly.

Copyright © 2006 John Wiley & Sons, Ltd.

The ad hoc-VCG scheme, proposed in Reference [37],
is a credit-based model which deals with this issue and
introduces a second-best sealed type of auction. A
pricing question arises concerning the amount of the
payment a node should ask to forward packets. One
answer might be the cost it incurs when forwarding
the packet. The ad hoc-VCG scheme estimates this
cost through the cost-of-energy parameter, c. The
value of c¢; is expressed in, for example, Euros per
watt, and is discrete for each node j in the network. If
the forwarding of a unit-size packet requires an
emission of a signal equal to P“" watts, then node
j asks for a payment of ¢;-P “™ Euros to the forward.
On the other hand, if a node does not get a payment
that is sufficient to cover its forwarding costs, it
refuses to forward. In that sense, participation is
always voluntary. The cost-of-energy parameter is a
time depended function, which takes into account
each nodes’ preferences, such as power autonomy.
The nodes determine the energy emission levels to
reach their neighbors using a signaling process and
additional control fields on packets. They send a
packet with high energy to indicate their emission
signal strength in the header, and, on return, they
receive a packet from neighbors which contains the
signal strength at which they received the packet.
Finally, they adjust their emission power accordingly.
The nodes also communicate their cost-of-energy to
their neighbors.

The ad hoc-VCG works on top of the DSR. It
consists of two distinct phases. During the route
discovery phase, a weighted graph is computed.
The vertices represent network nodes; the weighted
directed edges correspond to the payments a relaying
node has to receive to forward a packet along this
edge. A destination node collects all the weights of
the edges, and then computes the shortest path in the
graph from the source to destination, which corre-
sponds to the most energy-efficient path. During the
data transmission phase, packets are forwarded
along the shortest path and payments are made to
the intermediates.

However, there is a limitation in the route discovery
phase: the nodes have to indicate the signal strength at
which they emit and they also need to forward
information regarding their neighbors’ received signal
strengths. This provides means for nodes to cheat. For
instance, a node j that overstates its cost-of-energy c;
will receive a larger payment if it is chosen to be on
the ‘shortest path.” Similarly, a node may profit from
sending false information regarding received signal
strengths. To overcome these issues, the ad hoc-VCG
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makes payments attractive enough such that the nodes
will not try to cheat. Each node’s incentive is to reveal
its true cost. In Reference [37] it is proved that it is not
profitable for a node to alter the cost-of-energy para-
meter, because the final cost is higher than the extra
profit the node makes.

The ad hoc-VCG is robust when only one cheating
node exists. It might fail in the presence of collusions
of nodes who try to maximize their payments. An
additional issue is the excessive overhead. It requires
complete knowledge of the network topology to con-
struct the graph, which creates significant overhead
during the route discovery phase. Finally, it does not
focus on the actual payment delivery, but only on the
estimation of the payments. Existing payment deliv-
ery schemes, such as the sprite [35], might be com-
bined with the ad hoc-VCG.

6. Discussion and Comparison

6.1. Discussion
6.1.1. Reputation-based models

The majority of the models assume that the RV can be
trustworthily used for the forecast of future behaviors.
Unfortunately, the past behavior can’t always indicate
future behavior. This is due to the fact that the end-
systems are under the control of humans and are
considered as passionate [12], showing a non-deter-
ministic behavior.

Another issue is related with the so-called aggre-
gated (global) RV. Each node maintains a unique RV
for each other node with which it interacts. This value
consolidates all the individual values for each net-
working service that a node provides. However, this
aggregated value allows a node to hide his misbeha-
vior with regard to an operation, and, hence, the
aggregated value does not reveal the importance that
is given to different tasks.

The second-hand models lead faster to a robust
network. Malicious and selfish nodes are located
faster and are punished more strictly. Additionally,
second-hand models can identify and report remote
misbehaviors before these effect the operations of a
distant node. On the other hand, rumor spreading
should be avoided. As stated in Reference [30], DoS
attacks might occur if negative reputations spread
around. Moreover, in Reference [27] the authors
mentioned that the usage of only positive recommen-
dations minimizes the effect of rumor spreading
phenomena. Finally, the trustworthiness of the recom-
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mender (i.e., second hand) should be evaluated and
examined, since recommendation is considered as a
discrete function for second hand reputations. In
Reference [38] the RV of a target is computed over a
recommendation path. Second-hand indications re-
ceived among different paths are then combined,
through an averaging method originally introduced
by Beth et al. in Reference [39]. The work in Ref-
erence [38] proposes a computation of the trust value
of a target which takes into account nodes with a low
trust value of the recommendation function. In such a
case, it would be easy for a malicious node (i.e., with
low RV for the recommendation function) to distribute
forged information about other nodes, and to even-
tually generate a DoS attack. If the RV for one node
falls under a specific threshold, then this node is
considered as malicious. A question of fairness arises
for specific types of nodes. If a node is equipped with
low resources (e.g., CPU, memory), this node will lose
progressively its reputation and, eventually, it will be
considered as selfish. Additionally if a node is at the
edge of the network it will not forward the total
number of packets it senses, and this should be
considered as a normal, rather than selfish, behavior.
Finally, the promiscuous mode relies on omni-direc-
tional antennas and assumes symmetric bi-directional
links. This mode is used by the reputation methods for
the ranking of adjacent nodes, but it fails to capture
transmission errors, and to distinguish those from
potential misbehaviors.

6.1.2. Credit-based models

If the transmission of a packet from the node-sender to
the node-destination it is considered as a deal, then it
should be decided which node will be debited and
which will be awarded with credits. In case the
receiver is the only entity charged, then DoS attacks
can be easily materialized through continual transmis-
sion of packets to the receiver node. Similar problems
arise in case the cost is split between the sender and
the destination. If the sender colludes with the inter-
mediate nodes of the path in order to return spent
credits to him, then the destination is the only entity
that is charged. In case the sender is the only entity
that is charged, then the intention of transmission of
‘useless’ messages will be revealed to the sender,
which can lead to degradation of the network through-
put. Finally, the use of specialized, tamper-proof,
hardware, so each node cannot modify the number
of credits that corresponds to him, is not suggested for
open networks, such as MANET.
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Table 1. Comparison of the cooperation enforcement techniques.

Payment or Robustness against Robustness Ist-hand and Cryptographic Promiscuous

reputation misleading nodes against 2nd-hand authentication Observations

collusion observations mechanism
OCEAN Both Selfish only No Global No Yes
Dewan et al. [34] Reputation Selfish only Yes Global No No
CONFIDANT Reputation Yes Yes Global No Yes
CORE Reputation Selfish only No Global No Yes
SORI Reputation Selfish only No Global Yes Yes
Liu and Issamy [32] Reputation Yes Yes Context No —
SPRITE Payment Yes Yes — Yes No
TOKEN Payment Yes Yes — Yes Yes
VCG Payment Selfish only No — No No

6.2. Comparison

For the comparisons presented in Table I we have
made the following assumptions:

e A selfish node saves battery life for its own com-
munications and jeopardizes network’s stability
and throughput, by simply not participating in the
routing or forwarding tasks.

e A malicious node intentionally tampers with the
execution of routing protocols. It perpetrates integ-
rity attacks by simply altering the protocol fields in
order to subvert traffic, and deny communication to
legitimate nodes (DoS).

In Table I, the field ‘Robustness against misleading
nodes’ has the following meaning:

e ‘Selfish only.” The scheme deals with the selfish
nodes only

e ‘Yes.’ The scheme deals with selfishness as well as
additional misbehavior. For example, in Reference
[32], the proposed scheme deals with Inactivity and
Defame.

Additionally, ‘Context’ means discrete RVs per ser-
vice (e.g., routing, packet forwarding, etc.), and ‘Glo-
bal’ means an aggregated RV.

A feature, not included in Table I, concerns the
second-chance mechanism. This mechanism is used
to recover the reputation of a node that was wrongly
punished or accused, and eventually isolated. For
example, OCEAN [33] incorporates such a mechan-
ism, whilst other schemes, such as CONFIDANT
[26], implicitly address this issue.

As opposed to the credit-based models, the reputa-
tion models do not assume that a node has to forward
for others at least as many packets as it generates

Copyright © 2006 John Wiley & Sons, Ltd.

itself. On the other hand, the credit-based models
encourage, but not enforce, cooperation, which is
established only if nodes voluntarily collaborate.
The schemes that we have examined in our study do
not assume the presence of tamper-proof hardware, as
in Nuglets [40]. Although such hardware might be
essential for authentication or messages’ integrity, its
applicability in MANET as complementary to the
cooperation enforcement schemes is rhetorical [41],
since the existence of such infrastructure achieves the
avoidance of several malicious or selfish behaviors.

6.3. Conclusion and Future Work

Recent studies [42] have shown that the cooperation
enforcement mechanisms increase the probability of a
successful forward, and the performance for small
networks (i.e., fairly short routes) is enhanced, as well.
However, in small networks, with short routes, this
benefit is more considerable than in medium to large
scale networks [43].

An important issue for the cooperation enforcement
models is that the identity of a node should be unique
and remain permanent. A spoofing attack on a
MANET that uses such a method will allow nodes
to impersonate other’s identities, and, hence, their
RVs. The majority of the schemes do not support an
identity management technique, whilst some assume
the existence of an authority (i.e., CA) to support it.

A malicious node may reject incoming data packets
during the forwarding function. Nevertheless, it can
not reject the control packets of the routing protocol,
because it will be self-isolated, and, eventually,
will not be able to eavesdrop or construct wormholes.
If it drops routing control packets, this will harm the
performance of the network, since shortest routes
will be rejected in purpose. Such a behavior is
more difficult to be detected by the cooperation
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enforcement models, especially by those that rely only
on first-hand observations.

Currently we are analyzing the performance of the
proposed reputation and credit-based models, in terms
of throughput improvement and communication over-
heads. The goal is to evaluate these models using a
common reference scenario. However, the identifica-
tion of a common reference scenario arises many
difficulties, due to radically different assumptions
that are used for each scheme. Moreover, although
simulation results are presented by each of the authors,
the simulation configurations, the parameters that are
measured, and the assumptions that are made, signifi-
cantly vary. Further work is focused on issues related to
fairness (e.g., handling the reputation of nodes that are
in the edge of the MANET) and the time that the
schemes require to converge on a final RV for a selfish
node, as well. Finally we are further studying the
proposed second-hand reputation models to identify
how these models distribute the reputation information,
how they mitigate attacks on the second hand reputa-
tion information, and what types of countermeasures
(e.g., punishment) these mechanisms employ.
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